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Sb6: 42 IVHTT Cat Tién, ngay 25 thang 3 nam 2024

V/v canh bao 16 hong bao mat
trong cac san pham Microsoft
cong bo thang 03/2024
va thao g& ma doc

Kinh gri:
- Céc co quan, don vi trén dia ban huyén,;
- UBND cac xa, thi tran.

Céan cir Van ban s6 301/STTTT-TTTHDL&CDS ngay 22/03/2024 cua So
Thong tin va Truyén thong vé viéc 160 hong bao mat trong cac san pham Microsoft
cong bo thang 03/2024 va canh bao don vi c6 IP nam trong mang Botnet thang
03/2024.

Ngay 12/3/2024, Microsoft di phat hanh danh sich ban va thang 03 vé&i 59 16
hong an toan thong tin trong cac san pham ciia minh. Ban phét hanh thang nay dic
biét dang chii ¥ vao cac 16 hong an toan thong tin c6 muc anh huéng cao va
nghiém trong sau:

- L) héng an toan thong tin CVE-2024-26198 trong Microsoft Exchange
Server cho phép doi tugng tan cong thyuc thi ma tir xa.

- LS hong an toan thong tin CVE-2024-21407 trong Windows Hyper-V cho
phép do6i tuong tan cong thuc thi ma tir xa.

- LS hong an toan thong tin CVE-2024-21408 trong Windows Hyper-V cho
phép doi tuong tan cong thuc hién tan cong tir choi dich vu (DoS).

- L3 hdéng an toan thong tin CVE’-2024-21334 trong Open Management
Infrastructure (OMI) cho phép doéi tuong tan cong thuc thi ma tir xa.

- L hong an toan thong tin CVE-2024-21426 trong Microsoft SharePoint
Server cho phép doi tugng tan cong thuc thi ma tir xa.

- L3 hong an toan thong tin CVE-2024-21411 trong Skype for Consumer cho
phép d6i twong tan cong thyc thi ma tir xa. (Théng tin chi tiét cic 16 hong bdo mdt
co tai phu luc kem theo).

Nhim dam bao an toan thong tin cho hé théng thong tin cua cic co quan
nha nudc trén dia ban huyén, Phong Van hoa va Thong tin d€ nghi cac co quan,
don vi, UBND cac x4, thi tran trién khai mot s6 nd1 dung, cu thé nhu sau:
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1. Tiép tuc kiém tra, ra soét, xac dinh cac may tinh st dung hé diéu hén}}
Windows, Office 9(’) kha nang bi anh hudng. Thuc hién cdp nhat ban va kip thoi dé
tranh nguy co bi tan cong (Tham khao thong tin tai phu luc kém theo).

2. Tang cudng gidm sat va sin sang phuong an xtr 1y khi phét hién c6 dau
hiéu bi khai thic, tin cong mang; dong thoi thudng xuyén theo doi kénh canh bao
clia cac co quan chirc ning va cac to chirc 10n vé an toan thong tin dé phat hién kip
thoi céc nguy co tan cong mang.

3. Chi dao can bd, cong chure, Vi‘él’l cht’xc tiép tuc cai dat cac ph?m mém diét
vi rat (dam bao 100% may tinh c6 phan mém di€t vi rat). Thuong xuyén quét vi
rut trén cadc may tinh d€ thao gc~3’ ma gi(f)c t6r‘1 tai trong mang noi bd cua don vi (moi1
may tinh thuc hién quét vi rat t61 thiéu 01 1an/ ngay).

4. Thuong xuyén thuc hién viéc sao luu dit liéu dinh ky cho hé thng may
chu va may tram tai don vi.

-5 Phéi hop véi chuyén mdn caa Phong Vian hoa va Thong tin trong viéc

kiém tra, ra soat va xu Iy ma doc khi co yéu cau.

* Trong trudng hop can hd tro, xin vui 1ong lién hé:

- Ong Nguyén Xuan Tung - Truéng phong CNTT - S¢ TTTT. Pién thoai:
02633.541.542 hoac 0975.886.197.

- Ong Phan Minh Hoang - Trung tim tich hop di liéu va Chuyén ddi s6 - S&
TTTT. Di¢n thoai: 0984.497.451.

- Ong Vil Van Tu - Chuyén vién Phong Vin hoa va Thong tin. Dién thoai
02633.884.092 hoac 0865. 254.585.

Trén day 1a canh bao 16 hong bao mat trong cac san pham Microsoft cong
bo thang 3/2024 va thao g& ma doc. Kinh dé nghi cac co quan, don vi quan tam
trién khai thuc hién dam bao an toan, an ninh thong tin./.
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PHU LUC

Théng tin vé cac 16 hong bao mat trong san pham Microsoft thang 3/2024
1. Théong tin cic 16 hong bio mat

STT

CVE

Mo ta

Link tham Kkhao

CVE-2024-26198

- Piém: CVSS: 8.8
(Cao)

- M6 ta: L3 hong trong
Microsoft Exchange
Server cho phép ddi

tugng tan cong thuc thi

ma tur xa.
- Anh huéng:
Microsoft Exchange
Server 2016, 2019.

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/ CVE-
2024-26198

CVE-2024-21407

- Piém: CVSS: 8.1
(Nghi€ém trong)

- M6 ta: Lb hong trong
Windows Hyper-V cho
phép dbi twong tan
cong thuc thi ma tur xa.
- Anh huong:
Windows 10,
Windows 11;
Windows Server 2012,
2012 R2, 2016, 2019,
2022.

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/ CVE-
2024-21407

CVE-2024-21408

- Diém: CVSS: 5.5
(Nghiém trong)

- M0 ta: LS hong trong
Windows Hyper-V cho
phép dbi tuong tan
cong thyc hién tAn
cong tir chdi dich vu
(DoS).

- Anh huéng: Windows
10, Windows 11;

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/CVE-
2024-21408
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Windows Server 2016,
2019, 2022.

CVE-2024-21334

- Piém: CVSS: 9.8
(Cao)

- M6 ta: L3 hong trong
Open Management
Infrastructure (OMI)
cho phép dbi tuong tan
cong thyc thi ma tir xa.
- Anh hudng: OMI;
System Center
Operations Manager
(SCOM) 2019, 2022.

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/ CVE-
2024-21334

CVE-2024-21426

- Piém: CVSS: 7.8
(Cao)

- M6 ta: LS hong trong
Microsoft SharePoint
Server cho phép dbi
tugng tan cong thuc thi
ma tur xa.

- Anh huong:
Microsoft SharePoint
Enterprise Server 2016,
Microsoft SharePoint
Server 2019; Microsoft
SharePoint Server
Subscription Edition.

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/ CVE-
2024-21426

CVE-2024-21411

- Piém: CVSS: 8.8
(Cao)

- M ta: L hong trong
Skype for Consumer
cho phép dbi tuong tan
cong thuc thi ma tu xa.
- Anh huéng: Skype for
Consumer.

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/CVE-
2024-21411



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-21426

2. Huéng din khic phuc

Bién phap tdt nhat dé khic phuc 13 cap nhat ban va cho céc 16 héng bao mat
néi trén theo hudng dan cia hing. Cac co quan, don vi tham khao cic ban cap
nhat phu hop cho cac san phim dang sir dung tai link ngudn tham khao tai muc 1
cua phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/3/12/the-march-2024-
security-update-review
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