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Kinh gui:
- Cdc co quan, dcrn vi tr6n dla birn huyQn;

- UBND chc xd, thi tr6n.

Cdn cti Th6ng b6o s6 2OO}1TB-A05-TTANMQG ngay nAl2024 cria Cr.rc

An ninh m?ng va phdng, ch6ng tQi phpm c6ng nghe cao - BQ C6ng an vd viQc
hu6ng d6n c6c biQn phdp tdng cucrng b6o d6m an ninh mpng cho hQ th6ng th6ng
tin quan trgng vO an ninh qu6c gia.

Thsc hiQn Vdn bin s5 367||UBND-NC ngay 091512024 cira I-IBND tinh
v6 viQc hu6ng Adn c6}6i6 pnap t6ng cudng b6o da* un ninh m4ng; V6n b6n s6

523ISTTTT-TTTHDL&CDS ngay 071512024 crha Sd Th6ng tin vir Truydn th6ng
v6 vi6c cinh b6o chi6n dich t6n c6ng m6i nhim vdo c5c thi6t bi mang Cisco.

UBND huy6n c6;i ki6n chi dpo nhu sau:

1. Cdc ccr quan, tlcrn vi tr6n tlia blrn huyQn, UBND c5c x5, thi tr6n

a. Chir dQng nghiCn ciru, 6p dung c6c biQn p!6p nhim b6o dim an ninh
mAng cho hQ th6ng thdng tin quan trgng qu6c gia d6i v6i c6c hQ th6ng th6ng tin
do co quan, don vi, dia phuong minh qu6n ly theo dring hu6ng d6n cria Cpc An
ninh mpng vh phong, ch6ng tdi pham c6ng nghe cao - 86 C0ng an tpi Th6ng b6o
s6 2009/TB-A0 5 -TTANMQG.

b. Ki6m tra,rd, so6t hQ th6ng th6ng tin dang sri dpng co kh-6 ndng bi.enh
hu&ng boi chi6n dich t6n c6ng m?ng ArcaneDoor 6nh hucrng d6n c5c thi6t bi
mAng Cisco. Chri dQng theo d6i c6c th6ng tin 1i6n quan dtin chitin dich t6n cdng

g.
m?ng, sdn sing c6c bi6n ph6p b6o mpt il6 tr6nh nguy co b! tdn c6ng.

c. T[ng cudng gi6m s6t vd sin s]rng phucrng 5n xir l]i khi ph6t hi6n co d6u
hieu bi khai th6c, tdn c6ng m?ng; d6ng thoi thucrng xuy6n theo d6i k6nh cinh
b6o cria c6c co quan chric n[ng vd cdc t6 chirc 16n vA an todn th6ng tin d6 ph6t
hiQn klp thoi c6c nguy co t6n c6ng m?ng.

d. Kip thoi c6p nhpt c6c bin vrl l5i cho c6c thi6t bf m4ng Cisco dang str
dUng c6 chtic ndng c6u hinh, cpp nhQt btn vd khi phrit hiQn l5 h6ng d6 hpn ch6
cdc rii ro ph6t sinh do 15 h6ng gdy ra.
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2. Phdng Vin h6a vi Th6ng tin
- Thuong xuycn theo doi, hudng d5n c6c co quan, dcrn vi, dia phucmg t6

chirc thuc hi6n c6ng tdc bbo d6m an ninh mpng theo dirng hucrng ddn ctra Cuc
An ninh m?ng vh phong, ch6ng tdi pham c6ng nghg cao - n9 COrg'un.

- Dinh kj,hopc rl6t xu6t fthi co yeu cde t6ng hqp k6t qu6 thgc hi6n, tham
muu UBND huy6n biio c6o theo quy dinh.

Dc nghi c6c co quan, dcrn v! tr6n dia ban huyQn, trBND c6c xd", thi tr6n
nghiCm tric thuc hiQn.

(Gui kdm Thong bdo sti zoogta-ATS-TTAATMQG nsdy t1/4/2024 ct)a
cqc An ninh mgng vd phdng, chting t6i phqm c6ng nghA coo-- BQ c6ng on; phqt
luc thdng tin chi ti6t chidn dich tiii coig mqng Arcanedoor dnh huonlg ddn cd'c
thi1t bi mqns Cisco)./.1\^fi.

Noi nhSn:
- Nhu tr6n;
- Chri tich, cric PCT UBND huyQn;
- Phong VHTT;
- CVP, PCVP, CV;
- Trang TTDT huyQn;
- Luu: VT, VHTT.

KT. CHU TICH
CHU TICH

Cao Tri

t
NE
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cgNG HoA xA ugr cu0 NcHi,q, vIET NAM
DQc lap - Tq do - H4nh phric

PHU LUC
chi ti6t chi6n dich t6n c6ng m?ng arcanedoor

inh hu0ng tl6n c6c thi6t bi m4ng Cisco

(Kim theo Vdn ban s6: b{\ruAXo-VHTT ngdyfrStZO24 cua UBND huyQn Cdt Ti€n)

1. Th6ng tin chi ti6t vd chi6n dich t6n c6ng

Chi6n dlch t6n c6ng m?ng ArcaneDoor 6nh huong d6n c6c thitit bi m?ng

Cisco. Khi truy c4p dugc vio c6c thitit bi ndy, d6i tugng t6n c6ng c6 th6 di6u
hu6ng lqi ho?c di6u chinh luu lugng ffi?ng, theo d6i li€n lqc trong m?ng lu6i vir

thUc hien hdnh dQng tr6i ph6p.

Trong thoi gian vla qua*. dd cho th6y sy gia tdng cira c6c chi6n dich tdn
c6ng nhdm viro thi6t bi Tang trong linh vuc cung cdp dich vq vi6n th6ng vir t6
chtic ndng lugng. Vdo ddu ndm 2024, trong mQt cuQc di6u tra phdn tich di ph6t

hiQn dugc mQt nh6m t6n c6ng m6i hiqn dang dugc theo d6i du6i t€n UAT4356
boi Talos va STORM:1849 boi Microsoft Threat Intelligence Center.

Dugc Uitit Uef $56 dd tri6n khai hai backdoor trong chi6n dich ldn niry,

AN

c6 t0n "Line Runner" vi "Line Dance", cA hai dugc su dpng d6 thgc hiQn

hdnh vi dQc hqi l6n thi6t bi b! Anh huOng, bao g6m: ili6u chinh c6u hinh
th6m, theo ddi/trich xu6t luu lucr,ng mang vd leo thang dpc quydn.

cttc

,do

!h6ng qua qu6 trinh diAu tra phdn tich, citc nhh phdn tich
nh6m tdn c6ng thuong tri6n khai.mi dQc, thpc thi md tt xa tr0n
hudng. Hai 16 h6ng bi khai thSc g6m c6:

thdy
thiCt

. CYE-2024-20353 (Di6m CVSS: 8.6 - Cao) t6n tpi tr6n Cisco Adaptive
Security Appliance (ASA) Software vd Cisco Firepower Threat Defense
(FTD)-Software cho ph6p d6i tuqng t6n c6ng thpc hiQn t6n c6ng tir chi5i

dich vu.
. CVE-2024-20359 (Di6m CVSS: 6.0 -Trung binh) tdn tai tr€n Cisco

Adaptive Security Appliance (ASA) Software vh Cisco Firepower Threat
Defense (FTD) Software cho ph6p tl6i tuqng t6n c6ng thgc thi mE tuy y

,. lv I
vor df,c quyen root.

Cdc don vi c6 th€ tai *u6rg cdc md IOC tqi https://alert.khonggianmang.vn/

J,rang cac
bi bi Anh
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Du6'i tl6y ti mQt s6 IoC dugc ghi nhan

2. Khuy6n nghi:

- Ki6m tra lai c6c thi6t bi mpng cira doanh nghi6p, t6 chric d6ng thoi thgc
hi6n c4p nhpt b6n v6 m6i nhdt

- Ghi ch6p lqi su ki6n cira thi6t bi vio mQt dia ditim b6o m0t tpp trung.
- Sir dung x6c thgc da bu6c (MFA) b6o mpt cao.

3. Tni liQu tham kh6o

https://blog.talosintelligence. cont/arcanedoor-new-espionage-focused-
campai gn- found-targeting-perimeter-network-devices/

re2,36.s7 [.]l8 t l8s.l 67 .601 85

t8s.227 .1 I 1[.]17 lt76.3 II 5I 3

172.10s.90[.] l s4 18s.244.210[.] 120

4s.86.1631.)224 t72.t0s.94[.]93
213.1s6.t381.)77 8e.44.1e8[.] l8e
4s.77.s21.12s3 103.1 t4.2001.1230

212.1e3.21.148 sl.ls.t4sl.l37
89 .44.1 e8 [.] I 96 131.196.2s21.)t48

2t3.1s6. 138[.]78 12t.227 .168[.]69
213.156.138[.]68 te4.4.4el.l6
18s.244.210[.]6s 2t6.238.7s[.] l ss



srI DvN
A-

G CONG N CAO

36: lfr I /TB-A05-TTANMQG I{A Nirt, ngay,ll 67,iny 4 ndm 2024

THONG BAO
d6n c*c biQn ph6p tlim an ninh ?ng

t'lt:;tl 'f '1sil t..1"u tx,.!r; th6ng th6ng tin q
ting cuitrng bio
uan trgng vE an ninh qu6c giahe

,n ,*r; al*t

BQ C6NG AN
CVC AN NTNH MANG VA TCTP

N('ay: 0.6.

coNc HoA xA nQr cH0 NGHIA vI$T NAM
DOe l6p - Tu do - H*nh phtic

t)fiI LW An ninh mqng si Z+tZgt8/QHl4 ngiy 1216120$;

Nghi dinh s6 $DaIzft.{D-cP ngiy l5l8l2o22 cua chinh phti quy

dinh chi C6t mOt sO Cfiu c*a Luft An ninh m*ng;

Cin cri Nehi dinh sO 0I/|.IE-CP ngiy A6t8n0l8 cira Chinh phri quy ditth

chirc ,tug, nhigm w, quy}n hgn v& co c*u tti chric cria BS C6ng an;

C[n cti Nghi quyiit sO ZAfNQCP ngiy 18/10/2019 oira Chinh phri ban henh

Chuong tinh henh d$ng thuc hi$n Nghi quydt s6 SO-NQfftV ngiy 2517nAlS cua

B0 Chinh tri 
"0 

Chi6n lugc An ninh mgng qu6c gia;

C1n cri Quy6t dinh s6 f+lqO-TTg nge'y n18n022 cua Tht tuong Chitrh

pht ph6 duy$t tiri6o lugc an toen, an.nirh m6ng quqc gia, cttri d0ng rnrg ph6 voi

cfc th6ch thtic tu khdng gian m4ng ddn nflm 2025, tAm nhin 2030;

Thoi gan qua tinh hinh an ninh meng t4i Vi-ft Nam di6n bi6n h{ sirc phirc

t4p, ho4t a6og tdn edng meng nhenl vio crtc h$ th6ng th6ng.tin trqng y6u cua cic

.o q* Uq, nearh, t6-chtc,-dsanh nshi*p t+i Viet {am tiiip tr;c gia.teh$ vC ten

su{f ,,& *fr" Ai nguy hi&m. Dang *[ y, ftinf, thtic tin c6ng ryng. bflt e mi d&
mi h6a dt liQu rldi tGn chuQc (ransomware) ttang ngey cang pha Ui6n vi giy thiet

hei lon ui t intr tii vi uy tin ctia co quan, t5 chtc, doanh nghiQp; anh hu&ng d6n

an ninh qudc Sia, @t ty an tod.n xfr h$i. Trong lfii d6, cic ctr quail b$, ban, ngir*r,

tA chric, doanh nghi$p chua fi6n khai tt6y dfi cdc bi€n ptuip bao v0 an 1inh m$tlg

cho cdc hg th6ng thdng tin theo quy tlinh, Sey kh6 khfin cho c6ng tac diiu tm, dAu

tranh phdng, chiing t$i pfum cria lgc luqng C6ng an.

Tt tinh hinh tr€n, t$ tang cutrng c6ng tdc bto dim an ninh mil18, CUc An

ninh meng vi phdng, ch6ng t$i phgm sir dpng cdng ngh$ cao ban hnnh tii li6u

"Hr&ng id" ia, bi€n phdp tdng erdng bdo*ttdmin ntnh mqng cho he thiing

thing tin qaan treng ii in nini quiic-gtd'(gui k0m theo) vi rl€ nghi cric cc

QUffi, dan vi:

OJ Tham chiiiu tai tigu '*Huong din cdc bien phap tdng cndng bdo d&m an

ninh mqng cho h€ th6ng thdng tin quan trpng ri oo ninh qudc gia' d6 tirm co sa

danh gi6 t6ng th6, nghi6n ciru c4p nhAL bd sung chinh s{ch quin ly,.quy trinh

quin 14, uqn ftanh, cdc giii phip Uao ea* an ninh m?ng cho cic h$ thiing th6ng

tin trpng y6u.
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Q) Y*6ntnrong, rru ti6n tii chfrc kiiim tra an ninh mgng; ri so6t, 96 b6 mi
dOc tren mdy tinh (n6u cd); sao lmr dy ph6ng d& liguquan trgng; ring cuemg gi{rn
s6t an ninh mqng a6 Hp thai ph6t hi€n hoat d0ng trin c6ng *a"e *;t-#";
soit vigc ruan thri cus b0 phsn kf thu{t, can m, c6ng nlt6rr, vicn chrt e6i vsi
chinh sdch quan lq, gul otrti nao dirn an ninh mnng, quy rrinh quan tri, v6n hanh,
ung crnr sy c5, ki6m so6t truy cap ui khoan quirit i'aoi dd 

"6" 
hg;6,ilffi;;

tin tngng y6u.

(3) Traa aa t6t qua ki&n t"4 d6nh gi6 t6ng thd ve an ninh meng; kip thsi
bri,o cao vi sg c6 an ,rq msng niiu xiy o *niqu6 trinh van hanf 

"? 
6"*f

ninh m6ng vi phdng chiing rgi phgm s& dyng .ong nghe cao d6 ph6i r,qp 
"t6,khai c6c bign phdp b6o v9 an ninh m?ng, h6 t g imgcrnr, xt lf, l,Jric phu* ,r, d.

Qu6 trinh triiin khai, thrrc hien, ndu eflp Hr6 khrn, w6ng mgc, da nghi c&c
co quan, dan vi li6n hg vor: Tnmg tdm An ninh rnqng qwic gra - cqrc in ninh
mqng vd phdng, chiing tgi phqm stir dyng c6ng nghg cao; hottine: ASgj,S0S.9gg;
tfu ctiQn t*: contact@tca.gov.wrtl+i duqc h5 W, glni quy6t.

cuc An ninh mqng vi phdng, ch6ng tSi pham st dlurg c6ng nghe cao th6ng
b6o cic co quan, don vi <lti ptr6i hq,p thyc nien.l. rl--

Noi ahStc:
-Dlc Bgtnr&ngTOLAm
- Dlc Thr? tnrdng Lwng Tam euang
- Vnn phdng lW D&re;
- VIn phdng T6ng Bi thu;
- Y{n phing Chti tich nu&;
- VIn phdng Qu6c trQi;
- Vnn phdng Chinh pht;
- CAc ban ding Tnrng uong;
- C6c b0, co quan ngurg bg;
- Cdc co quan 0rugc Chinh phi;

(cd Uao cEo);

- Tinh riy, UBND gic ttrlr ttrlnl pl6 trgc thu$c TW;
- Cdc T[p doin, T6ng C6nS ty nhi nu6c;
- Cfugan c&c dorvl rtiadruong;
- Lrm: VT, A05(TTANMQG).

$dNc

Trung Minh Chinh

,l
I
i:
:.,

b

'J
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rANH I\,rVC rU vmir rAr
STT Ttr t Giii thfch

I An ninh
2 CNTT tin

3 DHCP Dynamic Host Protocol la m0r glao
thric cho IPchi c6ch

4 DNS
Domain

khai
len vot

Name le m chfiSystem chfra csiry SU ou
ve IPchileu dia va cdc tdnc6ng chtmdy dugc

I ktit

5 DMZ Demilitarized Zone le vung *amang trung lap gt
va Intemet.

6 URL Uniform Resource
web tr€n Internet.

vi tri cta mgt trangLocator - li

7 OT

Operation

kh6i nrem

hiQn
ool vtec girim

bi ki€n

T conechnology hay IEdugc gei C6ng
V IAnghe An henh, mQr bao cac

I
gom 6p hep

va memphin c&ng phan tr6vald6ng ph6t nheng
thay hetrong thiSng thdng qua quan Ii

cacsdt thiSt m6y sgm6c, trinhtrong quy van
hanh

8 IoT

Internet of Things
cric dd vat va thiiit

bi
aoi vol

Internet tevan Ivat,
b camth$ng qua mem

cacva chokhdcc6ng nghe cac d6 VAphdp thititvat
thu va trao ou nhau.

9 AAA (Authentication (Authorization)
Ki6m

Xrlc thUc ), v
va tra

r0 VPN
irnral Private

norri€ng
v Network ri laMang 6ng io, m0t ang

ktitd6 cac cuatinh doncacmdy t6 ucchvl,
vor nhau ua Intemet

il API

ication interface dign
di0n

Appl programming $ao lap
trinh IErmg dung, m0t maglao mhem0t th6ng iry
tinh oe cho cac cauph6p y€u
d!ch tu cac trinh mchuong ity
tfnh

bi6n,
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I. pH4.M vI, DOI TLIqNG YA Ncuvtx rAc Ar ngNc

I. ?hpm vi *p dtsng

Hu&ng din nty dua ra cic bign ph6p, y6u ciu quan lf cen thi6t dO ting cucrng

bio dim an ninh m?ng, nfoig cao kh& n6ng phdng thti cho h* thdng thdng tin quan

rrgng v6 an ninh qu6c gia; dAng thryi tAo thuAn lqr cho cdng t69 ctnlgc lugng qhuygn

tr6ch bio vQ an ninh **ttg (nhr: gidm sdt bdo vQ, didu phiii *ng phd tY c6, thhm

dinh, kidm *a, ddnh St,i dii"u ki|i an ninh msng...) vi hont d$ng b&o v$ he thi5ng

ctia co quan cht quin" bao gbm: (1) Quan Ii tui san phfin *fug; (2) QuAn lf tii san

phe" *c*; (3) Quan ly tei ran *Orrg iin; (+) Ciu hinh an toin cho thi6t bi vn phen

mAm; (5) Quan ly tai khoan vi quyAn auy cdp tai khoan ctia nguli d*g; (6) Quan

lf 16 h6ng bio m&t; (7) Qua"il Iy r&at ky an nirh ryang; (8) Bno v$ cho trinh duyet

web, dich vu thu diQn trr; (9) Ph6ng chiSng phen miim d$c h+r; (10) Sao hnr vi khdi

phuc dfr lieu; ( I t ) Quan ly ha tAng mflU; ( I 2) GiAm sit vt ph&ng thri an ninh mpng;

(13) Neng cao nhfn thrlc vA d.'io tgo kI nEng a9 ninh mplg; (14) Quan li nhn cung

c6p dfch vu; (15) euan ly an ninh cho phAn m8m img dpng; (16) Quan r! rmg ph6

sg cti an ninh meng; (17) Kii3m thir xim nhap.

2, Ddi tuqng dp dgng

Hutnrg d5n niy khuyiSn c6o 6p dung cho cfic he th6ng thdng tin, gdm:

- HE th6ng lhdng tin d5 {uq" xic dinh, nim trong Danh mpc H$ th6ng th6ng

tin quan trqng vi an ninh qudc gia do Tht tucrng Chinh phir ph€.duy6q hoflc cdc

h0 thdne thdng tin de dugc c6p c6 thern quyAn ph6 duy$t, n$p hd sa tI6 nshi dua

vio Danh muc H0 tt ring th6ng tin quan trgng vB an ninh qu6c gia;

- H0 th6ng-th6ng tin dqp img cric c6n c{r x6g ltp danh mgc }0 thdng th0ng

tin quan trgng vB an ninh qu6c gia quy dinh tei EiAu 3 Ngl,i dinh s6 fi/2\22/f..W'
CP ngny $fi12022cta Chinh phri quy dinh chi ti6t mQt sO OiAu cria Luft An ninh

m?ng; dugc chri quan h0 thOng thdng tin tg x6c dinh v& tu6n thri'

- H9 th6ng thdng tin dfl duqc xdc dinh cdp dp 4, 5 theo Nghi dinh sd

8512016ArID-CP ngiy Al/7nTl6 cria Chinh phir vA b6o dim an toin hQ th6ng

th6ng tin theo c4p d0; nhung cin tham chi6u, b*i sung eO tang cusng b&o d&rn an

ninh mAng khi chua cd Ti6u chuin ffioi, c4p nhpt thay thti Ti6u chu0n qui5c gia

TC'\rN I 1930:201 7 y6u ciu co ban vE an toin hQ th6ng th6ng tin theo c6p ctQ.

- Khuytin khich 6p dgng rQng r6i cho c6c h$ th6ng th6ng tin khic ngoiri cic
trucmg hgrp n6i tr6n.

3. Nguy6n tic 6p dgng

a) Tuin thti quy dinh cria ph6p iupt.

b) Hucrng d6n mang tinh chdt khuy6n crio 6p dpng, khdng thay thr! phucrng an

bAo dtm an toi*r h$ thdng th6ng tin dang ap dUng (n6u dE x6y d1mg, phe duyQt Hd
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so d6 xudt c{p d0 an todn thdng rTl ta nhern giup cki quan c6c hg thring th6ng tinri sodt, c6i ctriiiu aii t6, chfc t i-6,n trrui, teng ,Jt*g bio aa* * ninh m4ng.
c) Dii hi$u qut bto dim an ninh mqg & mrlc cao nhdt, LlruviSn khich chriquen cria hg th6ng pgng tin quan trens ;6 *;t"h #;!il'#n khai cdc bi6nphap b6o dim an ninh mang rt6p tmg ro* uo c6c y6u .a,iri- sl*-u *I.,c6u khuyi5n khich thuc hiini
II. GIAI TITiCH TIIUAT NGTIVA NPVN NGISA
I. An ninh m?ng3 ri sy bio dim hoSt dgng tr6n khSng gian msng kh6ng g*yphuong h+i e$n an ninh quiSc gia, ffi tu, an toin-x6 rroi qri&=; u fch hry ph6p

cfia cs guffi, td ch&c, c6 r*r6n.

2.Irc th6ng th6ng tin quan trgng vd an ninh qu6c gia
Dugc quy dinh tgi Khoan l, Ktro&n 2 DiEu r0 Lugt An ninh m?ng, bao gdm:
a) He th5ng th6ng tin qu6n sU, an ninh, ngo4i giao, co yiiu;
b) He th6ng th6ng tin luu tr&, xfr lf th6ng tin thugc bi m&t nhi nudc;
c) He th6ng th6ng tin phgc w luu gifi, bio quan hign v{t, tii ligu c6 gi6 trid{c bi€t quan treng;

d) H9 thdng th6ng tin phgc vr,r bio quan vpt riQu, ch6t dflc biQt nguy hiem d6i
vcyi con nguoi, m6i truirng sinh th6i;

o He thiing thdng tin phgc.vu bao {ufo,9hri qo, quan ry co sd vft ch6t dpc
bipt quan treng kh6c li6n quan diin an ninh qu6c gia;

e) H-e th6ng th6ng tin quan treng phuc vg hopt d0ng cta ccy euffi, t6 chtc &
trung uong;

g) ye th6ng thong tin qu6c gia thugc linh vyc n6ng lugng, tai chfnh, nsen
l*g, vi6n thdng, giao th0ng vgn tii, tai nguyen vi m6i ffid*g, t oa .rr6q i ia,'iil
h6a, b6o chi;

D.He th6ng diiu khien vi gi6m s6t qr dqnq rgi c6ng tryh quan ttBng li6n
quan d6n an ninh qui5c gia, msc i6,, qr*;ad; ; "* 0"6.-;;.

3. Trung tim An ninh mang qu6c gia (National cyber security Agency *
v]et tet le NcA): ti don vi tr.uc *;u; trru0c clrc An ninh mpng vi ph&ng, ch6ng
t$i pham sri dgng c6ng ngh$ cao - 89 c6ng an; co chric n6ng gtd* *,rr, pharr ri*h,
cinh b6o s6nr c6c nguy co de dga an ninh paw quiSc gia; thJr;gia b6o vg an ninh
mang e6i voi c6c co quan, don vi trgng ytiu. 

a -r- -

x 4..H€ t$1s thdng tin (Informafion system): T0p hqp phan.fu,g, phen
m6m va co s& dt liQu dusc thiiit rgp Fhu. w muc dich tao rap, .*g ;$ru;6,
dua, thu thip, xti lf, luu tr& vi trao aoi ttrong tin cria co quan,'ro ,rr,i".

5. Tai sin cdng ngl$ th6ng tin: c6c kang thi6t ui, th6ng tin thugc h9 th6ng
CNTT cria don vi; bao g6m:
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a) Tai san ph6n cimg: ld c6c thitit bi CNTT, phucrng tiQn truyOn thdng vir c6c

thi6t bi phuc qr cho ho4t dQng cua hE th6ng CNTT.

b) Tei san phin mAm: bao gdm c6c chucrng trinh img dqng, phan mim hq

th6ng, co sd dt ligu vi c6ng cp ph6t tri6n.

c) Tii siur th6ng tin: li c6c dt liQu, tai liQu li6n quan d6n hp thring CNTT,

dugc the hien b6rrg v[n ban giSy ho{c dt liQu dien tri.

6. Phin mim trii ph6p (Unauthorized Software): Nh&ng phen mdim

kh6ng nim t ong danh sdch phAn m6m dugc phdp sri dgng ho{c da h6t thoi gian

h5 trg cira nhi crt g c6p.

7. An ninh th6ng tin (Information Security): Sg bio vQ thdng tin, hQ th6ng

thdng tin tninh bi truy cap, sir dqng, ti6t 10, gian do4n, sfu aOi froac ph6 hopi tr6i

ph6p nhem bio dim tinh nguyOn vgn, tinh bf mflt vdr tinh khe dUng cria th6ng tin.

8. Dii liQu quan trgng (Important Data): Dir liQu trong hQ thi5ng, dugc co

quan, tti chirc x6c dlnh li quan trgng, cin dugc uu ti6n bio v0. Dfr liQu quan trqng

bao gdm, r,lrmg kh6ng gioi hAn c6c lo4i dt li$u chira c6c th6ng tin sau: thdng tin

nghiQp 4r, thdng tin bi m$t nhi nu6c, th6ng tin ri€ng vi c6c lo4i th6ng tin quan

trgng kh6c (n6u co).

9. Gidm s6t hQ th6ng thdng tin (Information System Monitoring): Bign

ph6p girim sit, theo ddi trAng thri.ihoqt itQng ctia hQ thi5ng tl€ ph6t hiQt canh b6o

;6r; 16. su .ri co th6 gey girin doan hoqt dQng cria h9 thtlng vA lim m6t tfnh khi
dUng cua hQ thi5ng thdng tin.

10. NhAt ky he th6ng (System Log): Nhtng ss kiQn dugc hQ th6ng ehi lai

Ii6n quan dtin trqng thii hopt d$ng, sg c5, sU ki€n an ninh th6ng tin vi c6c thdng

tin kh6c li6n quan diSn hoat d$ng cta hQ th6ng (ni5u co).

11. Phin m6* iIQc h4i (Malware): Phih m6* c6 khi neng gdy ra hogt dQng

kh6ng binh thuong cho mQt phAn hay toiur bO he th6ng th6ng tin ho[c thgc hiQn

sao ch6p, sira d6i, x6a b6 tr6i phdp th6ng tin luu trfi trong h0 th6ng th6ng tin.

12. Phuong tiQn lru trfr (Media Storage): Chc thiiSt bi, phuong ti$n dugc

sir dpng de luu ir&, *o ch6p, trao d6i th6ng tin gi&a cic thi6t b!, miy tinh mOt

c6ch gi6n ti6p.

13. Xr[c thgc tla y6u t6 6lfutti-Factor Authentication): Phuong ph6p x6c

thUc kfidng chi dga vio m$t mi ld k6t hqrp mAt sii y6u tO li€n qual d6n nguoi

dtng, bao g6m: nht'ng th6ng tin mi nguoi dung bii5t (m{t k*r6u, md s(i truy c4p...),

nhimg thdng tin mi nguoi dirng sd h&u (chtmg thu s5, thd th6ng minh...) hopc

nhirng thdng tin v€ sinh tr.ic hgc cta nguli dtrng (v0n tay, mi5ng mat...;.

14. TiSn trinh (Process): MQt thgc th6 chuong trinh dang du-oc ch?y trong
hQ th6ng.

15. KhAi ph$c (Rollback): Thao tac dua hQ th6ng v€ mgt tr?ng th6i cfi.
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16' Ki6m r_yllgrrj'rfl' g6.gq trri6t r6p qic ti€u chu6n do rudng k6t quathgc hiOn, so s6nh k6t qua voi c63 ti6u chuan, ptrat |ign sai lQch vi nguy6n nhan,titin hanh c6c di6u chinh nhrm r*" .i" r.Ci.i,ii;;a;-;,Irs ffiffi vfi msc ti6u
d6 dugc xric dinh.

III. CAC BIPN PHAP TANG CIIONG BAO OAPT A}T NIIYH M..{NG
1. Quin lf tii sin phin cning

g YAu ciu chung

- L0p danh s6ch, theo ddi, cap nh{t tr?ng th6i cfia t6t cA c6c tai sin c6ng
nghe th6ng-tin nOi b0 vi c6c tii san kh6ng thu6c quyan ue* ,"i .rr" ro il;nhung c6 k6t n5i vao h9 thting nOi b0, xac Iinrr aunr, ,a.n tx ,e, "i;;;;ts6t, bio vg.

- X6c ttinh cric tai san v6 chri, tai san tr6i ph6p d6 loai b6 ho{c dua ra phuong
6n quan lf.

- ThFc hiQn ki6m k6, ri so6t vd c0p nh0t danh s6ch cho tdt citc6c tii san dinh
tcy t5i thi€u 02 lAr/nem 'r ----- gevrr v'v Ls! vc' v6'

- Khai b6o vi cap nh{t dAy dt tinh tr.6ng tAi san phan cung t.6n h9 tht5ng quanlf cta cuc An ninh mang vi ph6ng, ch6njt0i pham sri dung c6ng 
"*rre 

;";;6
lh^u. T l6ne.t6c 

quan l)r, ddnh gi6 an ninh, an t rrl {,ng phJ I"16 ?afitit ;;; ;;
th0ng th6ng tin quan trgng vd an ninh quSc gia.

b) YOu cdu chi fi6t

1.1 Thi6t lgp vi
duy tri h9
th6ng quin
lf danh mgc
tAi san phen
ctmg

-,Laq danhs6ch, theo d6i, cap nhflt trAng thrii cira
tdt ci c5c tai san ph6n crnlg c6 kh6 

"Irr; 
luu ht

ho{c xri.lf d&.liQu, bao gdm: t}riiit bi cIa nguoi
drng cu6i, thi6t bi di dgn!, thitit bi tuu ffi niodi.
thi6t bi vEn phdng, thi6t bi m4ng, thi6t bi OTToT
v1m1V chri trong m6i truong vat l!,, ho h6a, truy
.6p * xa vi dign torin drim m6y.
- f6t ci tii si.,n v{t lf ph6i dugc ki6m tra an ninh
bgr co quan, to.r*. .o th6* ;;rcn ttreo quy dinh
cta ph6p lugt tru6c khi dua vio sti dUng.

C6n thitit
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m?ng, mgc dich sri dgng, tinh trgng sri dpng. Tii
sin v6t ly phni duqc giao, gan trdch nhigm cho

cri nh6n ho[c b0 phen quen ly, sfr dUng.

- C6c thi6t bi di dQng tet nOi vio h€ thtinq mqry
nQi b0 cira t6 chirc phii duqc cting ki de kiiSm

so6t. Quy dinh tr6ch nhiQm cria c6 nhen trong td

chirc khi sri dung thi6t bi di tlqng d6 phuc vu
c6ng vigc.

1.2 Xt Ly c6c
tni san pha.n

cirng chua
dugc quan
ry

- Xiy dprg, ban hinh vi b&o dim tuin }h,i quy

trinh phat hign vi xti ly citc tii san phin ,crrr,g
khdng c6 trong danh s6ch quan lf, dang k6t n6i
tr6i ph6p yio ryang nQi Uq ctia co QUffi, t6 chtic

dinh ky t6i thi€u 01 lerftuan.

- C6 th6 lua chsn lo+i b6, tu ch6i tctit nOi ho6c

cich ly tai san trrii ph6p.

Cdn thiiit

1.3 Ri soit c6c
tai sdur klit

A. tnol vao
mang n$i b0

- Xiy dyng, b.an hanh vi b6o dry tYto_tht quy

dinh rn qu6t d0 ph6t hign Ai t* k6.t ndi vio mgng

nOi b0 dinh lcy ioi trrieu 01 larltuan.

- Thgc hign c?p nhAt danh sdch tai sin dga tr€n

kilt qui ri qu6t.

Can tni6t

t.4 Sir dUng
DHCP
Logging d6
cap . nh$t
ban ki6m k6
tii san c6ng
nghe th6ng
tin nOi b0

- St dpng tinh ning ghi nhan ki DHCP tten t'it
ci eirc m6y cht DHCP ho}c cdng cq quan lf dia

chi mqng IP (n6u c6).

- TiiSn hanh ri soit nhat ky aC cflp nh$t danh sich
tii san c6ng nghg th6ng iit Airtt kj, t6i thi6u 0l
h/tuan.

Can miiit

1.5 Quan li tai
sful thanh
lfl hu hong

XAy dpg, ban hanh vir b6o dim tu6n thti quy

trinh thanh lfl ti6u hriy tii san CNTT, bio dim
x6a kh6ng th6 kh6i phsc tg* U0 dfi liQu ctia co
quan, t6 chric tru6c khi ti€n hanh thanh lfl ti€u

htiy.

Can tfriet

2. Quin Iy tni sin phin mtm

a) YAu cdu chung

. - L?p danh sich, theo ddi, c$p nh$t trqng thrii cfra t6t cA cdc tii san phin
mem cua co euffi, t6 chirc, bio dim chi nhimg phen mdm dd ph6 duyQt moi dugc

phdp cii dit vi sti dUng.

- Thyc hien kii5m kC, ra so6t vi cap nhat danh s6ch cho tdt c6 c6c tii san phin
m6m dinh l* tiSi mieu 02 l6r:/n6m.
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- Khai bdo vtc{p nhft day dti tinh gng tai san phan m6m tren hg th6ng quanlf cria cuc An ninh mgng ve phTg, ch6nit0i pham s& dpng c6ng nghe cao d6
llut ry 36ns.tic 

quan l)t, ddnh gi6 an dnrr, 
"n 

,rerr, *g prr" iu-;ffidt]};;; ;;th6ng th6ng tin quan trgng vA an ninh qudc gia" 
r--- Yr Yv v

U YAu ciu chi tiit

2.1 rhi6t Qp vi
dul tri h9
thOng qunn
ly danh mr,rc

tai^san phan
rnem

-.Lae erh:.".h, theo d6i,.cgp nh4t tqng th6i ctiatit ci c6c tii san phfln p6* hign tlang dugc cAi
d{t tr€n crlc tii sen phAn cung cta 6 qrrr,, t6
ch&c.

Can tfritit

2.2 Thi6t [p vA
duy fri danh
s6ch ciic tAi
san phen
m6m duqc
phdp st
dUng

- I..ap danh s6ch, theo d6i, cap nhat danh s6ch c6c
phan TeT dugc phdp sfr dgng trong toin co
euffi, t6 chirc.

; 
D*l s6ch ph0n mdm dus.c phgp sfr dpng phAi

bao gdm ci c6c thu viQn phfln m€m (nhu.a. nt.
c.6 ttinh dang.dll, .ocx...) vd c6c doqn ma lgntr
thgc thi (c6c script c6 dinh dang .py, .psl,
.bat...)
--.X."{ 

9Jrg, ban hanh vi bio dtm tu6n tht quy
dinh kiem sodt vigc cai d{t vd sir dUng *a. pfran
*6T d.,.d"qg c6p ph6p,.teo rtam gioi h3n d4c
quy6n tdi thiiiu cdc quyAn quan t 1 t.en cac tai

:T CryIT; ngen chan c6c tdcvs thsc thi, v6 hieu
h6a,.9ej d{t vi gO bo phan *,*r, thu viin, doqn

3a Fn|r trrii phdp rr6n hQ thiing; c6 phuorg in
ky thu$t dC theo d6i hoat d$ng cni d{t chri,ng
trinh phan m6m tr6n c6c tii sariCXff.
- ?inh k, &lnh giri vi c0p nh6t danh srtch phAn
m6m dugc phdp sri dgng t6,i ttriiiu 02 lAn / nam

lroi. khi,xiy ra cic thay d6i trong t6 chric anh
huong d6n danh s6ch.

CAn thi6t
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2.3 Dem bio
toan bQ cic
tai san phan

du-oc
sri

dang
thoi

h5 trq
nhe

cap

x
mem
phdp
dung
trong
gian
cria
cung

Thgc hiQn dinh ky ti so6t danh s6ch tai san phin
mim dugc phep sir dgng vi danh sich tai san

phin m6m rai dAt tr6n c6c tii san phAn ctmg dti

beo da* tdt cirtii si,n phen m6m dang trong thoi
gian hd trg ctia nhi cung c6p, t5i thi+iu 02ldn I
nulm.

Can tfri6t

2.4 xrry
tii srin
mem
phdp

c6c
phin

trei

- Xdy dgng, ban hanh vi bio dAm tuin thti quy

trintrph6t [iQn.vn x{rJV cdc phin m6m tr6i ph6p

dinh lcy t6i thieu 01 lan / quy.

- Nhfrng phan mim tnli phdp nhmg v6n can UriiSt

OOi voi hoet tt$ng cta co guffi, t6 chric phai duqc

dua vio danh s6ch ngo?i le d€ quan ly, Danh

stich nggai lQ ndy phii th6 hign chi tiet c6c bien
ph6p kiiSm sodt gii,m thi€u,c5c nguy co an ninh

m4ng inh hucmg d6n hQ th6ng.

- Nht'ng phen mti* tr6i ph6p khdng ry* ttong
danh ri"h ngo4i lQ phAi ;6 L6 ho.4ch d6 x6a/ gd

bd hoan toan khdi cic tii sfur ph6n cyg cta co

qrxur, t6 chirc trong thoi gian sfm nhdt.

Can thi6t

3. Quin If tii sin th6ng tin

a) YAu edu chung

Thgc hign quan li, tni san th6ng tin vi thUc hiqn c6c biQn phrip ki6m so6t dd

phdt hiQn, phen lo4i, xir lf, lrru gifr vi to4i bo tii san th6ng tin mOt cdch an toirn.

b) Y€u cdu chi tidt

3.1 rhi6t lap vi
duy tri quy
trinh quan
l), tii s6n
th6ng tin

- Xdy dyng, ban hinh vi bio dam tuen tht quy

trinh que,n li tai san thdng tin. Trong quy trinh,
x6c dinh danh srich tai sin th6ng tin, mirc dQ

nhay cim, chir sd h&u, c6c budc xir lf, thli gian
luu tr& vi c6c y0u ciu khi ti€u hriy/x6a b6 dpa
tr€n c6c ti6u chuAn v6 mfc d0 bio m{t ctia tii
sin th6ng tin.

- Mirc d0 nhay cirn cfia tdi sin th6ng tin c6 th6

dugc quy dinh nhu sau:

Can tniiit
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+^Mfg.2: 
JV$i 

U6. Tii san rh6ng tin ngi bQ y6u
c6u .chi nhfrr,g nguoi hong td chric m&" c6
quydn truy cflp.
+ Mt: 3: Han cfriS. fai san th6ng tin bi han ch6

l._l :fu, ouyBn.truy !in, cr,i Sfie nguoi du,rs

:Yq._:.1p gyygn moi c6 th6 truy c{p vio dr
fg-u. Viec ti6t l0 tii san th6ng tinb! hen ch6 se
6nh huong diSn hogt dQng dI cric don vi.

I Mt?c 4: Bi m6t nhA nu6c. Th6ng tin c6 ngi
dung quan trgng, do co Quao, tO .tiri. cO Aim
quy6n x6c dinh; chua c6ng khai, n6u bi 16. bi
qat co th6 gdy nBuI hai d6n lqi ich qu6r'giu,
ddn tQc (tharc hiQn theo qny tllnh 

"ria 
iuqt Eao

v€ bi mgt nhd nr6c). 
f

- T:v dyng quy trinh ydu.ciu truy cip, th€mftfi, stiq xo6 dt ligu Ai3 ki,im sodt nhfliL, *,
c{p de [-6u.

.fi,H ;[r"i$ ,[l *3X ;;'fffiX 
ciic ngu6n

:.?ffi.gil.rl.ap $r0t quy triqh quen lf tii san
th3ng tin dinh ky t9i thi6u 0l lAr:/ nem hoac khi
:iV * cr{ tfay d6i rong t6 chirc a-f, h"*e
ddn quy trinh.

+ Mirc l: C6ng khai.
khai khdng yeu ciu ,A

Tei
bio

san th6ng tin c6ng
mat.

3.2 fhitit lap vi
duy tri ban
danh s6ch
tai san th6ng
tin

- Lap danh s6ch
quy trinh quAn g

cdq nhat danh sdch
I l6n/nEm ho{c khi

c6c tai san th6ng tin dga tr€n
Ai san thdng tin.

tii
tin toi thi

DAnh vagi6 san &6ng
eu 0 raxity thay

aoi to chfrc anhtrong diSn danhhuong s6ch.

Can tnitit

3.3 XAy dyng
danh sich
ki6m so6t
ttuy cflp tai
santh6ngtin

tai
oornguoi vcn teilogit,rrrg

danh s6chXdv dtnrg quy6n cua cactruy cap
khoAn, dung san

tinthdng

CAn thiiit

3.4 ME hod dft
ligu quan
trgng

ligu quan trgng duo. c luu trfr trons
phan crmg vi phan m6m ,,iu i5

- Ma hod dt lidu quan trqng trong qua trinh
1ruy6n grii dri beo dnm tinnLan vsn cria dt
Ii€u.

- Me ho6 d&
c5c tai san
chirc.

CAn thi6t



- Thuc hi€n b&o vQ vi quan lf
4

kh6a sir dpng d6 mE h6a dir liQu.

vdng dai md

3.5 Tai li€u hoi
luiing dt
li0u

- Cd Ai fieu m0 tlcitcludng d|r lieu quan trgng.

- Xdy dpng vir tu6n tht quy dlnh quan ly phi0n

ban tai liQu t+i td chric.

- Denh gi6 vi cep nhat di"h ky tiii tfriOu Ol

*lnarnloac k*ric6 thay d6i trong t6 chilc inh
huong d6n tai tigu.

Cin thi6t

3.6 Tdch biOt
quf trinh xti
lf vi lrru trfi
dfr li0u theo
mirc d0
nhgy cim

- X6y dtmg, ban hanh vi bio dim tu6n thfi quy

dinh vE vi$c xri ti dt liQu nhaY cim'

- T6ch b,i€t tai sin/m6i tru&ng xt l;.i, ltru tr* dt
li$u c6 dq nhAy c6m cao v6i dt lieu co d0 nh+y

cnm thip. Kh6ng su dgng cic tiri sin/ m6i
truing di"h cho af fieu nhAy cim th{p dC luu
tr& vi x& ly dt li$u c6 mirc d0 nhay cim cao.

Cin thii5t

t.l - 
.:. r rInen Knal

siei ph6p
phgne 

,
chdng that
thoit dfr li0u

thAt
c&m

Xdy {mg vi triSn khai gi*i ph6p chiSng

tho6t dt li0u OOi voi dt li$u c6 dS nhay

mric 03 tr&16n trong toi'n t6 chric.

Can tfri€t

3.8 Luu tr$ nhat
ky truy cpp
dt liQu quan
trgng

- Ghi lai nh6t ki hanh vi d6i dt li$u c6 d0 nhsy

cim mirc 03 t* [6n, bao gdm cic hanh vi truy
c$p, chinh sira, huy b6 de lieu.

- RA so6t nh+t ky S**g xuy€nn t6i thi6u dinh
ky 01 l6n/ th6ng dd ph6t hi$n sdrm nhirre henh

vi truy c$p tr6i phdp.

CAn thi6t
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4. Ciu hinh an toin cho tbi6t bi vlr phin mtm

g YAu ei.u chung

fhiiit lflp vn duy tri ciiu hinh an toin cho thiiit bi (nhu thi6t bi nguoi dune

cui5i bao g6m thi6t bi di d0ne vi cAm tay, thitit bi mang, tfrii5t Ui OT/IoT, mdy chti)

vn phdn mA* (nhu hf di6u henh, une d$ne. ..).

b) YAu ciu chi fi6t

CAn thiiSt4.1

duy
dinh,
trinh

tri quy
q,ly
cau

Thi6t lpp vi - X6y dr,mg, ban hinh vi bio dirn tuin th* quy
di+, quy trinh cliu hinh an toAn cho c6c tii sin
phen 

"*g 
vi phdn m6* ctia co QUffi, td chirc.
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hinh an toan
cho tii san
phen c&ng
vi. phen
m€m

4.2 C6u hinh tu
dQng khod
phi€n lem
viQc tr6n cdc
tai san phen
ctmg vd
phan m€m

phi6n lim vigc tr6n c6c tAi san
sau mgt khoang thdi gian ktr6ng sri dgng.

:?6i vcri mdy t{{r nguoi dtrd, thoi gian nay
kh6ng vuqr qu6 15 phrit.
+ D6i v6i c6c thi6t bi m$rlg, thoi gian nAy
kh6ng vugt qud 05 phirt.
+ Diii voi thitit b! di ttgng, rhli gian ndy kh6ng
vuqt qu602phfrt.
+^DOi voi cdc phen mAm nehigp vU xri ly de
li$u quan trqng, thoi gian nay knOng vuqr qu6
15 phtt.
- Ty dqng khgd thi6t bi di dgng sau m6t s6 tAn
tl5ng nhap th6t bai.

i P?t yof .lav {nh x6ch tay, s6 tan aeng nhAp
thdt bai tdi da l0l6n.
+- E6i voi dign thogi, s6 mn dlng nhap *6t Ugi
t6i da l0 fu:

- Tp dgng khod

nghigp vu xri Iy vd luu
s6 I6n d5ng nhfp th6t

CAn thi6t

4.3 GO b6 ho{c
v6 hiQu ho6
citc tinh
ning, dich
v.u khdng
cdn thi6t
tr6n cdc tii
s&n phan
t$g 

^ 'ipnan mem

Xiy dyng, ban henh vi b6o d6m tu6n thri quy
dinh gO bo ho[c v6 hiQu ho6 c6c tinh nins. di"i,
u1l 

$.one can *rii5t tr6n c6c tiri san phA;.,in;
vd phf;n mdm.

Cin thi6t

+ POi vdi cdc phen *6m
trfr d.u liQu qu.an trgng,
bai t6i da 05 IAn.
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5. Quin Iy tAi khoin vi quyin truy e$p tiri khofrn cfra nguli dtrng

d YAu cdu chung

- fhi6t lflp, tuin thri vi duy tri quy rinh, cdng cU d,3 chi dinh vi quan $ vi$c

c6p quy6n tii k*roan nguoi dung bao giim tai ktroan quan tri, tai khoan dieh ry
tr6n c6c tai san cdng ngh$ thdng tin vi phen mim.

- X6y dUng vi thgc thi quy tinh t?o, g6n, quan ly, thu trOi Cec quyAn vi quyin
rruy cfp Atii vOi cdc tAi klroan nguoi dtrng, tai khofui quan ti vi tai khoan dich vU

cho taiian cdng nghe th6ng tin vir phan mAm. QuyAn truy cAp cria tai khoan nguoi

dtrng, quan tri vien va dich vU phai nh6t quan fua trdn vai trd vi cic y6u cflu cg th6,

bio dim nguoi dune chi c6 quy6n truy eAp vio dfr li$u, tai san phtr hqp.

- Ghi nhflt ky vi girim s6t tei khoan ngu&i dung.

b) Y€u cdu chi fidt

4.4 Ciiu hinh
m6y chfi
DNS tin c$y

fhi6t $p c6c c6u tinh mrly. chri DNS tin cpy

tr6n c6c tai san phen cung n€u c6.
Tuj'chgn

4.5 rhi6t lap
khe ndng
xod sach dt
li$u ttr. xa
tr6n thi€t bi
di dQng c6p

cho ngu&i
dung

Xty dprg vi triiin.khai gi*i ph6p,xod spch dfr
liQu tu xa ffCIn thi6t Ui di d$ng cap cho nguoi
dung.

Cin thi6t

4.6 Phen trich
citc kh6ng
gian Hm
viQc ri6ng
biOt tr6n c6c
thiiSt bi di
aA Aogng cap
cho nguoi
dung

- X6y d1mg, ban hinh vi b6o d6m tu6n thfi quy

dinh t6ch bi$t c6c kh6ng gian lim viQc ri6ng
bi-€t t6n *i6t Ui di d$ng clip cho ngu&i dune.

- X6y dUng gini ph6p ky thu$t cho phdp quan

l1i.thi6t b! di tlQng khi nguoi d]rng str dqng hopc

k6t n6i toi c6c h0 th6ng cria t6 chtic.

Tu! chqn

Can *ii5t5.1 lpp vi
tri h9

rhi6t
duy
thdng
l)t tei khoan

quin

- I-$p danh sich, theo d6i vi cap n$t t,,5t ca qc
tai khoan tr0n ciic tii san phe.n cung vi phin
mArn cta t6 chtc.
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- Danh sdch tii $ry ph&i bao g6m c6c th6ng,ii j61thir5u: Ioai tai Hroan, td# khoin, rr-";
th6i tai kho6n, t6n tai sin/ h€ th6ng thdng'tif
|y*s img, t€n nguoi qu6n Iy, phdng ban, igdy
kfch host tai khoan, ngiy v0hiQu noa Ai tnlan
(ndu c6). Eem b6o t6t c& tai khotur dang hoai
d$ng ln hqp lg.

- Danh sich ai khoan ph6i dugc ri so6t dinh ky
01 len I qu!.

rai ph&i loai
sau: tAi tainguiri

taiffi

Danh sdch kiroan bao cac tei
khoan khoan khoandring, quan

va khoan dich w.

\) Xiy dyng
ve tuen tht
Quy dinh sti
duTg mat
khdu

+ Sfr dung m{t kh6u duy nhit cho m6i tai san.
+ Thay e6i mat khAu dinh ky 0l IAn/ 02 thrtng.
+ D6i vgi 

96c 
hg th{ng sri dpngS6c thsc da rtu

t6, quy dinh mflt khAu c6 tiii thi6u 0B ky ts. 
-

+ p6i vdj cfc h9 thting khdng sir dune x6c thuc
da y6u rQ, quy aiJ *Erkh#;;;iffitfii; il
tg, bao gdm ky tg.vi6t thudrng, ky tU vitit hoa, *y'*
tp d{c biet, cht s6.

+ Met kh6u mci kh6ng duqc rrrng voi l0 mgt
khiu tru6c d6.

ban hanh vix6v dwrg, bio dem tuen thir quy
sudinh ankhiu toanmatdung t6 chrietrang

cac cauddp sau:rmg y6u

Cin thi6t

5"3 XAy dwrg
vA tu6n tht
quy dinh
quan l), tai
khoan

- XAy dpng, ban hanh vi b6:o d*m tuAn thri quy
Ainn yan I)t Ai khoan hong t6 ch*c dap ung cec
yeu eau $au:

+ Qu*n li tai khoan ttp trune.

i.9rT Iy tai khoan m{c dinh tr6n phAn m6m,
thi6t bi (nhu tei khoan 

ry.or, administrator, tAi
khoin c4u hinh sin cta nhi cung cdp dlch v$).
+ Quan l! tAch biQt gifia c6c lo6i rAi khoan: tii
khoen nguli dtirrg, tai ktroan quan tri vA tii
khoan dich vu.
+ Xoii ho{c vd higu ho6 c6c tii khofui kh6ng
hgat 

{0ne sau 45 ngiy ho{c ngay khi cd thay d&
v6 nh6n sg quin li tai khoan. 

r

C6n thi6t

5.4 XAy drng
vi tuin thir
quy dinh

-..X."y {Wg, ban hanh vA b6o d6m tu6n thti quy
dinh v6 quan ly rruy cpp drip img c6c y€u cAL
sau:

Cfln thi6t
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6. Quin $ 6 h6ng bio m$t

a) Yila cdu chung

- Xiy 4rng, phit tiiSn kti hoach denh gi6 vi theo d6i cic 16 h6ng b6o mat

thuong xuy6n eE tt ic phuc vn giarn thiilu nguy co bi uin c6ng.

- Theo d6i, cpp nhflt thdng tin vA c6c mtii de doe, 16 hdng bio mit moi tir
..: I

nhleu nguon.

U YAu cdu chi fidt

que,n ly truy
c0p

thi6u vi ph6n trich
khoan.

+ Tii liQu h6a ctic quy,in truy cap can tfriOt tuong
img voi c6c chric danh, bq ph?n trong cs quan,

td chirc.

+ YCu cAu x6c thgc da y6" tg AOi voi ce9 ryC
dung c6 kiSt n6i ra b6n ngoii t6 chtlc, t6t ntii AiSn

ddiActb6n thri ba, k6t n6i internet; citctruy c{p
tu xa d$n h9 thiing meng n$i b0 vi c6c tai khoan

c6 quydn quan tri h9 th6ng.

+ Dinh ky ri so6t vi cAp nhet quy. ttin[ quan ly
truy c$p vi cic tai li€u li6n quan t6i thi€u 01 len

I n6m.

5.5 Xty dgng
vi tuin thti
qyY trinh
cap ,Illfr,
thay d6i vi
thu h6i
quy6n truy
cap

- X6y dgng, ban hanfr vi bio d.u* tuSn tht quy

trinh-c6p *oi, th"y C6i va thu h6i quy.en truy cip
vio c6c tii san CNTT cta co quan, t6 chric.

- Einh ky ri so6t quy trinh vi c6ng tric thUc hien
c6p quy6n truy 9ep vio c6ctai san CNTT cta co

quan, t6 chric t6i thi6u 0l lan / nlm.

Can tUitit

6.1 Thiiit lflp,
tuin tht vi
duy tri quy
trinh quan
ly l5 hdng
bio m4t

- Xdy dpng, ban hanh vir bio dem tuan thri quy

trintl quan bt 16 h6ng bnq mat cho cic tai san

rgng rlghe th6ng tin cria t6 chirc. C6c nQi dung
t6i thi€u bao gdm:

+ Ph6t hiQn 16 h6ng b'6o m$t: X1V dyne vi tri6n
khai c6c gini ph6p d6 ri qu6t 16 h6ng bio m4t
cho c6c tii siur phen cung vi phdn m€m ctia co
quan, td chirc. piot ki thUc hiOn ri so6t t6ng th6

Can tfriiit

YGu ciu
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1 D,r"h gi6 mric.dg nghi6m treng cria 16 hi5ng:
Xiy dpng vA tri6n khai phuongpf,ap Arinfr gi-a

T,i.. AO nghi6m tro.ng ctia l5 h6ng,-tu d6 iac
dlnh mfrc d0 tn, ti€n cta vigc khic phuc t6 hi5ng.
+ 86o c6ol chia p6 th6ng tin l5 h6ng: Chia s6
th6ng tin vd l5 h6ng Uao mat vfi Cuc An ninh
*?,r-g vd phdng,.*6$ tOi pham sti dsng c6ng
nghe cao_ v{ c6c b6n li6n quan. fhirit fap ia Oui
4 .o cn6 a5 chia s6 ttr6ngiin, tiep *Ar ve ph6n
h6i b6o c6o I5 h6ng bio-mgi tfUen'[6n il;;
hogc c6c ngudn c6ng khai kh6c.
+ Tri6n khai c6c biQnph6p khic phuc: X6v dtms
phuong 6n, kis horyfr kht; phuc .fro 

"a. 
i6 h6;;

t16 ph6t hiQn theo tht, tfr uu ii6, vi c6c budc d6n;
Fi1 

tei. h0 thrine e6 uao dem lA h6ng de ;"r.;
khac phUc hoan todn.

h9 0l

toi
ldli ool

sodtRE va trinhc0p nh0t thiiiu I0quy /len
nEm ho{c raxiy tO chricthay enhtrong

d6n trinhhuong quy niy

cdc tai si.n quan trgng ttii

6.2 Thitit l{p,
tu6n thri vi
duy ti quy
trinh quan
Iy ban v6

- Xdy dlmg, ban hanh vi bio dim tu6n thri ouv

"lrrh 
quan ly bnn v6. C6c ngi dung tOi tnieu Uro

gom:

+ Xiy dpng vi tri6n khai m6y chri qu6n IV ban,:Sp tnrng-cho toan bg.tei ;en phen crmg ve
ph6n m€m cfia co quan, t6 chric.
+ Drinh gi|tae dQng, ti6n hanh kitim thir vi x6v
drng phuong an phgc h6i tnr6c kAi tritin khai
ban vd trdn c6c hQ th6ng th6ng tin c6 xri lyi ho{c
Iuu trft dt liQu quan trqng.

1 Thu: hiQn cap nhst bin v6 hCI di6u hanh, &ng

{UnS cho todn bQ,m6y,tinh, thii5t bi di rlQne .,ii
cho ngudi dung tai tni6u Ot lAn/thring. 

- I

+ Gi6m stit vA duy F hQ th5ng ei5 Uao dim kh6ne
c6 I5 hpng moi xu6t hibn vi;a. U* ,a 

"^a, 
irr"i

dQng ttit.

CAn thitit

7. Qufrn lf nh$t ky an ninh mtng

Q YAu cdu chung

- c6 chinh s6ch thu thap, phrl tich, girim s6t vd luu trft nhat ky an ninh m?ng
<t6 ph6t hign sdrm vA fmg pnO ,u .6 td, .5ne il;'
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- Chia s6 dt lieu nhQt lri an ninh m4ng voi Cgc An ninh m4ng vi phdng chdng

tqi pham sri dqng c6ng nghe cao d6 hO rq phlt hi€n, cinh b6o vdr khec phUc sg c6

tin c6ng meng a6i u6i cac h0 thdng thdng iin qu* trqng ud an ninh qu6c gia.

U YAu cdu chi fidt

Can *rii5tThiiSt l$p,
tufln thri vi
duy ri mgt
quy trinh
quan l), nhat
ky an ninh
m4ng

- X6y dprg, ban hanh vir bio dam tuell tht quy

dinh quan ly nhAt kj an ninh mgrg, trong d6 bao

gom:

+ Quy dinh vi c6ch thtc ghi nhat kY.

+ Quy ttinh v€ viQc thu th$p, ki6m trq hm tt
nhAt ky.
+ Quy dinh c6c loai nhet hf dugc thu th$p. Thu

thap t6i thi6u cric loai nlat ky sau: nhft ky tuy
cap h9 th6ng, nhat ky tiiSn trinh ho4t dQng, Sat
ky rmg dpng, nhat ky cinh b6o ctia c6c thi€t b[

bio mOl
+ Dim bio viQc thu thap nhAt ky dugc 6p dUng

trOn toin b0 tai san CNTT chua dt lieu nhey

cd.,m ctia tri chirc.

+ Dem b6o duy tri kh6ng gian ttru qf nhfi k)t tdi
thi6u lS thdng. Tri6n ttai f,e th6ng theo d6i

tr6nh tinh trenE dAy kh6ng gian luu trf, dfln toi
ttr6t tnoat dt li0u.
+ Difr, ky thUc hiQn ri.so6t nhat ky an ninh

mAng tOi tt iiiu 0l tan I toan.

- Chia s6 nhqt ky an ninh m4ng cta c6c h9 thOng

trgng y6u v6i T;mg t6m An ttirtt mang quiSc gia

ae nO trg phdn tich, s6n tim, cinh b6o nguy co

an ninh mAng n6u c6.

- Kiim tra vd c$p nhat t6i fttiu
khi c6 thay ddi anh husng d6n

0l ltur/nEm ho6c
quy trinh niy.

7.t

Tui
chgn

ThUc hiQn thu thap nhat lcf an ninh mqng cfia cic
nhi cung c6p dich vU d6i cric dlch vu ma t6 chfrc

sfr dpng.

Thu thap
nhat ky an

ninh mAng

ctia nhe
cung cap

dich vU

7.2

Y0u ciu thp
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8.

a)

TrT g cu&ng b60 vg vi ph6t hign c6c m6i de do4 tu dich vu thu dign tu, trinlduy-6t web.

b) Ydu cdu ehi fidt

Bio vQ cho trinh duy$t web, dich vg thr rlign tfr
YAu cdu chang

7.3 Bio v9 nhft
ky an ninh
mang -_Pq blg nna, ky an ninh mang kh6ng bi sfa

d6i, x6a b6.

Kiiim shi lei lich
ninh

so6t avtruy c6p su tdc d0ng
t6i annhet ky mang.

Can tfritit

8.1 Quin ti
trinh duyQt
web vi dich
4r thu diQn
tu

- Ban hanh danh s6ch c6c tinh
dich vU thu diQn tti du-oc ph6p s&
quan vd t6 chric.
- Dim b6o danh s6ch trinh duygt web vd dich w
thu diQn tu-tr6n dang trong tlr"i gi.i hA il;;nhi cung c6p.

duyQt web vi
dUng trong co

phi6n
dich mol

Dem b6o chi su bandung trinh YAduyQt
thuru tfdign nh6t dugc A

capcung
ua nhath6ng q cung cap.

Can Uritit

8.2 Sli
dich
t6n

dung
vU lgc

.L
mlen

(DNS
Filtering)

khai mren
iltering

hai

- 
..L

I nen su dichdung v1r t6nlgc DNS
F toAn cgtrong ta chtcQUffi, d6 ngen

cac tGn mchAn en a vagi mao d0c

CAn thitit

8.3 ThUc thi vi
cfp nhft c6c
b0 lqc URL

-.4I nen khai
ai nol volnghiQp

hai

va nhor cack, nh6tcap b0 URLlec
di! chiihgn san doanh ktit cdc

bwetrang d0c anti6m hoic kh6ng dugc ch6p
thufin.

Can tnitit

8.4 Kitim so6t
viQc sft
dUng cic
tign fch mo
rQng trong
trinh duygt
web vi img
dgng thu
di0n tt

-^Gd cai d{t ho{c v6 higu h6a c6c tign ich m6
r$ng khdng dusc c6p phdp.

tiQn

d!ch
Kitim cal tign

dich

X6c danhdinh s6ch ich mo rong dugc phdp
SU ffinhdung trong web,duygt triW di€n

soit vlec suvattat cac ichdung
om trinhrong dutrong vet thu divg entri

Can tfri6t

web,
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8.5 Tri6n

siei
xric
ernail

khai
ph6p
thgc

Tri6n khai giii ph6p xric thgc email th6ng qua

DMARC (Domain-based Message
Authentication, Reporting & Conformance) d€

tlng cuong bno mflt vi ng[n ch{n c6c cuQc t6n
rp.tg lua d6o, gii mgo di5i voi c6c t6n mi6n cia
t6 chric.

Can tni6t

8.6 Quan ly cdc
lo4i t$p
dugc phdp
dinh kim
trong trong
thu di0n tu

- X6c dinh danh s6ch c6c loai tgp dugc phdp gui
qua hQ th6ng thu dien trr.

- NgIn ch{n viQc dinh kdm nhfrng lo4i tQp kh6ng
c6 irong danh s6ch cho ph6p vi ki6m so6t c6c

thu dign tu c6 chria tQp dinh kdm.

Can *riiit

8.7 Tri6n khai
vi duy tri
biQn phap

bio vQ md
dQc d6i vdi
miy chri thu
diQn tu

X6y dgng vi tri6n khai cic phuong rin b6o v€ mE

ilQc ddi voi m6y chir thu <lien tu.
Can tfriiit

9. Phdng ch6ng phin mtm dQc hqi

a) YAu cdu chung

- X6y dung quy rlinh d6 quan lf, phdng ch6ng, khac phgq viQc cii d+t, l6y

lan, thpc thi c6c phan mAm vlr dopn m6 dQc h4i trong co quan, tO chric.

- Triiin khai he th6ng phdng ch6ng mA dq9 tr6n t6t cL cdctai san vi c6c dii5m

tci5t nOi gita nhfrng he thtne thdng tin (bao g6m ci tilt n6i nQi b0 vi k6t n6i m

b6n ngoai t6 chrlc). H0 th6ng phdng 
"htine 

me d$c. ph&i phir hqp vi tuong thich

vcyi c6c h0 th6ng th6ng tin cua co quan, t6 chirc, tl6ng thoi c6 klA t6ng tU dOng

dd qudt, ngen chAn kniph6t hiQn mi dQc, cip nhat kip thoi cdc m6u.nh$n diQn mE

d6c m6i ,a ti"t hqp v6i quy trinh quan ly l5 hi5ng vi rmg ph6 sg cti.

b) Y1u cdu chi fidt

STT,

9.1 Tri6n khai
vi. duy . tri
phan m6m,
gi6i phip
phgne
chdng mE

d0c

- Tri6n khai vir duy tri phen T6*, gini ph6p

phdng, chiing mE dgc tr6n h$ th6ng.

- Sri dlrng citc giiriphip t0ng th6 gti* co phdng,

ch6ng mE dQc, ph6t hien md dgc dga tr€n henh

vi, bao g6m it nh6t c6c tinh n6ng co ban nhu bio
ve thrvi gian thgc, tg dQng c+p nhet c6c miu nh?n

di€n m6 dqc moi...

Can tfri6t
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9.2 Thsc hiQn
phdng,
ch5ng mI
ttQc clOi voi
c6c thi6t bi
luu tr&
ngoii

TriiSn hiQud0c
-4.oor ti

nh6,

khai ra ma va voqudt ho6 tfnh
thitgnlng volthgcdOng cac phuong en

uuI ditrtr nhu o rhed0ng USBtfurg,

Can mi5t

9.3 Quan ly tflp
trung cic
phan mAm
ph9ng,
ch6ng mE
d0c

Tril5n khai giii
phdng, chiing
ch&c.

phdp quan tri t$p trung phen mdm
m5 d$c trong todn co quan, t6

Can *ri6t

9.4 Kfch ho6t
tinh ning
phgng
ch6ng khai
th6c 16 h6ng

nlng pfrong chi5ng khai th6c
san phf;n ctnrg vi ph6n mdm

Kich hogt c6c tinh
15 h6ng tr6n c6c tai

Execution Prevention
Windows@ Exploit

Gatekeeperru

CAn i5tthi

nhu Microsoft@ Data
(DEP), Defender Guard
(WDEG), SApple@ ystem Protectionlntegnty
(srP),

9.5 Xdy . dUng
vi tri€n khai
gi6i phdp
phgng
ch6ng md
dQc theo
hanh vi

TriiSn khai gini ph6p
tr6n hanh vi @DR
Response).

phdng vi ch6ng mE dQc dya
- Endpoint Detection and

Cin thi6t

10. Sao luu vi kh6i phgc dii ligu
o) YEa cdu chung

Tri+ln khai vi d1r tri phuong an sao lur, phpc h6i de fiQu, bio dem kh6i phucc6c tai san vd .'ang *rai tin cay trcc khi c6 il6
b) Yilu clu chi tidt

I 0 1 Xdy drng
vi tu6n thri
quy dinh
sao luu vA
kh6i phuc
dt li0u

- Xdy dpng,
dinh sao luu
ti5i thii3u bao

ban hanh vi bio dam tuan thri quy
vi kh6i phuc de figu. C6c ngi dung
gom:

+ Dinh nghia cdc loai dft ligu cin dugc sao luu
vi khdi phuc.

Can tfri6t
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+ Xric dinh sao lmt vi khdi phUc fiollg
img vdi tung logi dt liQu tIE ttinh ngffia.

+ Xric dinh phuong ph6p sao luu vi khdi phUc

tuong img vdi ttng loai dir ligu dE dinh nehia-

+ Quan ly vung hnr trfr dfi liQu sao luu, bio dam

tinh toin vgn cta dt ligu vi klrOi phUc de li€u
mQt cich nhanh ch6ng vi hiQu qua.

+ Dinh lc! thgc hi€n kh6i phpc de [Eu di sao lmr

dya tr6n mirc clQ nhey cim vi tAm quan trgng
cta dt li0u.

-. RA so6t vir cflp nhflt quy, dinh tOi ttriiSu Ot

lAr/nnm hoflc ktixny tfray AOi fiong t6 chfc anh

huong dtln quy dinh.

t0.2 Thgc hiqn
sao lrru dt
lieu tV ttQng

- Xic dinh danh s6ch dfr lieu cdn sao luu vi phin
lo4i tan suit sao luu theo thdi gian

(ngny/tudn/ttrang/n[m...) d6,i voi ttmg loai dti
li€u.

- Tri6n ktrai cac gini ph6p sao lur dt lipu t.u
dOng.

Can tniiit

r0.3 Bio
lieu

Phuc

vQ dfr
kh6i

- Thyc hiQn b6o v0 dt lieu kh6i phUc vsi c6c

di6u kiQn nhu d6i v6i dt liQu g6c.

- ThUc hien md ho6 dtii voi nhirng dfi liQu quan

trgng.

Can tni6t

10.4 fhilSt lap vn
dly tri
ting lmr
t6ch
cho
kh6i

dfr
phuc

ha
fif

bi0t
li.u

C6c dfr tigu khdi ph\rc cin phii dugc dinh danh,

quan ly phi6n ban vi luu tr& d nheng h+ tAng

trlch biet v6i m6i truolg van hanh.

Cin thi€t

10.5 Ki0m tra
kha neng
kh6i phuc
dfr li0u

t6iKi6m tra khi nAng khdi phUc ban sao luu

thi6u 01 ler/03 thring.

Ctn thiiSt

11. Quin ly he tAng m?ng

g YAu cdu chung

fhiiit lip, thgc thi vi qudm ly cic thiilt bi mang d$ nhdnS ngta tin t{c khai

thic 15 h6ng ai.f, ,u mang vi c6c di6m truy cflp dA bi uin c6ng-

U YAu ciu chi fidt
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Can tfriiit

CAn thirit

I t.l

- Tei li-6u h6a so dii ki6n tnic hg thting mgng bao
g6m:

* f6nQ quan kitin truc h$ th6ng mang;
+ So d6 c6p chi ti6t cria h€ tf,Oie mang;
+ Ghi chfi c6c tai li€u rl+c tA kf thu{t, tii liQu
th6ng k6...;
+ Tei IiQu m6 ti phuorg rin bio dim an ninh
mang

Thitit

*.1
I nen khai kitin

ttiihi$n
h€ Fone
thi6u 03

va tri so ool6p duy kiiSn truc cacvam?ng
h6 kh6cso ve he thiing mang.

VA triduy m0t tric
an b6oman o'E demtoin, thgc

tdcnguydn phen vung oacman& ir nhdtquy,in
va tfnh san sang

mol khi
dQ *ang 0l lin/06
d6i anh huong d6n

th6ng
so d6

Xem xdt va s0cap nhat
cohopc thay

h9 th5ng.
.2ll Quan W 

^ntoan co s&

fu tarre
mang

.3II Quan ly tap
trung vigc
xic thtrc,
cAp quydn
vi ki€m
torln m4ng.

t0p trung
cho toAlt

Can tniiit

tt.4

thtc truytin
th6ng vd

dung
glao

S&

cdc
Sti dgng cric giao thric truyr3n
m4ng an todn.

thdng vi quan fi Cin thitit

Thi6t tip,
duy tri c6c
so d6 ki6n
truc h€
th6ng meng
vi ki6n tnic
mang an
toan



z)

mang
toin

an

1 1.5 Xdy dung
vi 6p {mg
chinh sich
quan ly truy
c{p t} xa

- XAy dUng vir 6p.chinh s6ch quA'n ly truy .0p *
xa drip img y6u ciu sau:

+ St dpng m?rB ri6ng io VPN cho viQc truy cOp

tir xa vio h€ thdng.

+ YEu cdu nguoi dung x6c thgc da ytiu tO de VPN
vd c6c dich vu x6c thgc khric trudc khi auy cfp
vio h€ tfrOng.

+ C6c thi6t bi duo. c ph6p tnry cap tu xa phii b6o

di.ryn cdc y6u cAu vi bao rn4t: cii dil phen m€m

phong chiSng mE dQc, c6u hinh bio mft theo

ctrinh s6ch an toan dI ban hanh cria ti5 chtrc.

CAn thirit

6ll

ri6ng

Thi6t l$p vi
duy tri tai
nguy6n he

th6ng danh

c6ng
cho
tirc

quin tri

Thitit l{p vi duy- tri cic ngu6n tai nguy6n denh

ri€ng, taifr Uiet v6 mit vpt ly vi logic; dugc plT
t6ch voi mang chinh cria h$ th6ng vi khdng kdt

nOi vdi Intemet.

Can thiiSt

12. Girflm sit vi phdng thfr an ninh m?ng

a) YAu cdu chung

- Xdy dprg, vin hanh c6c quy trinh vir c6ng .U g6 thi6t lip, duy tri gi6m s6t

mAng toan dien vi bio ve he thilng mang kh6i cic mdi de doe.

- fiit n5i c6c hp th6ne quan t{ang voi h0 th6ng chi huy gi6m s6t an ninh mqng

cta Trung tem An ninh meng quric gia tt6 tri6n ktai giarn s6t, ph6t hi0n vi xt li
su co.

U YAu cdu chi tidt

Cen thirit- Triiln khai giii ph6p quan lV t$p 9rng
c6c sr.r kiQn an ninh m4ng d6 li€n k€t c6c

sgkien li6n quan viphdntichtheo huong
din, y6u ciu cria Cuc An ninh m4rrg vi
phdng, ch5ng tQi phPm sfr dPng c6ng

nghe cao vA quy dlnh cria co quan, t6

chirc.

- ftit rriSi voi hQ th6ng chi huy gi6m s6t

anninh mAng cria @

I ) I Quan lf tap trung
c6c cinh b6o vi sg
kiQn an ninh m4ng
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13. NAng cao nh$n thric vi tlio eo ki nIng an ninh meng
g YAu cdu chung

Thii5t Bp vi 
-duv 

of chuorg fiinh dio tao ning cao nhgn thric an ninh m4ngvi ky nlng an ninh m4ng.

U YAu cdu chi fidt

hqp gi6m s6t, ph6t
ph6 ss ciS.imghiQn

m?ng
va

t2.2 Thiiit tip vi sir
dUng tfnh ning vd
tuong l&a, canh bdo
phdt hiQn vi ng6n
chAn xAm nhfp cria
he_tli6u henh vd h9
thting

yn s* dWg tinh nEng v6 tuong
brio phdt hign, ngerl ch{n xim
h9 tli6u hanh vi h9 th6ng (niSu

Thiiit l{p
hia, cdnh
nhap cua
c6).

Can Ai6t

12.3 Tritin khai eiAi
ph6p, thitit bi
chuy6n dung dd
bim mpt h-e thting

ryang cfia co guffi,
t6 chtic

CAn thi6t

12.4 Thi6t lfp c6u hinh
ki€m so6t truy c6p
cdc c6ng kd n6i
mang

thitit bi mang
c6ng tiit nOi

Can *ri6t

t2.s Thu tfup th6ng tin
dt ligu mAng

i$u mgng val
c6c thitit bili$u

Thu luthep nh4t deIC, ong
ouho{c Iuu tirugng
oe ta so6t duava cacramang canh b6o.

Tu!'chqn

t2.6 DiAu chinh cdc
ngudng canh b6o
sU kiQn an ninh
mang

ngu0ng cinh bdo sy kign an
t6i thi6u 0t ldr/thrlng.

Ei,iu chinh
ninh m4ng

Tuj,chgn

I 3 1 Thi+lt l4p vi duy tri
chuong trinh dAo
tgo n0ng cao nh{n
thtic vi kf ning an
ninh mang.

- ThiiSt lfp vi
n&rg cao nh6n

duy tri mQt chuorg trinh
thric vd k! ning an ninh

- TiiSn henh dio tao tOi tni6u 0t lAdn6m.

mang

Can tlitit
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14. Quin lf nhi cung c6P dlch vB

a) YAu cdu chung

X6y dgng, ph6t tri€n vi duy tri mQt quy trinh d6 d6nh gi6 c1c nhi cung cip

dich vu luu tr&, xri ly dt liQu nhay cam ho4c chiu tr6ch nhiem vA c6c quy trinh,

nAn tang quan trgng cria hQ thi5ng.

U YAu cdu chi fidt

t3.2 Thgc hiQn dio t+o
nh4n thtc vi ky
neng b6o mat theo
tung v! tri, vai trd
cu th6

- ThUc hiQn dio t+o nh+n thirc vi ky ry"9
bio m$t theo timg vi tri, vai trd cu th6.

- Dio t4o n6ng cao nhin thirc nguoi drgg
trudc c6c hinh thtc lira d6o, c6c cuqc t6n

a rJ .
c6ng nhem vio nguoi dring, cic nguy co
an ninh mang trong quri trinh thuc hiQn

nhiem W.

Can Urilit

13.3 Xiy dUng lpc
lugng chuydn biQt

vgn hanh, bio vQ an

ninh mgng cho hg

thting th6ng tin
quan trgng od

ANQC

- Thanh lap lgc lugng chuy6n biQt y4n

henh, beo vQ an ninh t"at g cho he thring

thdng tin quan trqng vA aNQC.

- Eio t?o nhan thuc vi trach nhi$m phip
ly, vi tri, vai trd vi k9 n6ng chuy6n m6n

ndng cao cho lgc lugng chuy6n biQt.

- Dinh ky tO chirc stit h4ch cin ch nhen

tham gia bio v0 an

thting th6ng tin quan
ninh m4ng cho hQ

treng ui eNQC.

CAn thiiit

Can tfriiSt- LAp danh s6ch, theo d6i, cflp nhat tang
th6ii6c nhir cung c6p dich vu.

- Thuc hign ph6n lopi c6c nhi cung cAp

dich vU trong danh srich quan lf.
- Co v6n bin x6c <tinh 16 phArn vi trach

nhi€m cta nhi cung cAp vi t6 chric.

- Xem xdt vi cap nh6t danh s6ch tiii thi6u

01 lAn/n6m hofli khi xiy ra thay d6i enh

huong d6n danh s6ch niy.

lpp vn duy tri
ki6m kC cilc

nhir cung c6p dlch
vu

Thitit4 II

Cin thilSt- X6y dgng, ban hlrnh vi bao dim tu6n

thir quy dinh quan t! cdc nhi cung c6p

dich vu.

14.2

i'a tYeu cau

fniiSt [p vi duy tri
quy dinh quan l),
nhi cung cip dch
w



26

dinh
khi

xdtXem va cap nh0t quy
10 lin/nEm ho{c ra d6ixiy anhthay

tI6nhudrng dintrquy niy
14.3 Djern bio c6c hgp

d6ng cung cdp dicir
vU c6 kdm theo c6c
y€u ciu b6o mgt

Can tfriiit

14.4 Thgc hiQn theo d6i
c6c nhd cung c6p
dich qr

Gi6m s6t cdc nhi cung
hiQn quy tlinh quan lV
ctia t6 chtc.

c6p digh w thuc
cung cdp dich qr

Can Aitit

Ri so6t v6n aA Uao
mAt khi t<6t thfrc
hgp ddng voi c6c
nhA cung c6p dich
w

vol di

RE so6t davan bio khi ktitmat thric hgrp
nhecacddng chcung cap v.u.

Cin thi6t

14.6 c4p phdp
ki6m tra an
rA,

oor

nhe

w

vcri c6 nhdn,
cung cdp dich

ho{c
ninh

CAn thitit

15. Quin lf an ninh cho phin mdm rfrng dgng
Q YAu cdu chung

Quan ly vdng {oi b6o mflt ctia c6c ph6n m6m rmg dung d6 phdng ngira, phrithiQn vd xri ly c6c diiim yi5u, 16 h6ng biom{t.
U YAu cdu chi tidt

I 5 I Thi6t lap vi duy tri
quy trinh ph:it tritin
ung dUng an todn

dprg, ban hanh vi b6o dAm tu6n
thri quy trinh ph6t tritin tmg dUrrg an toin.
- E6nh gi6 vi cfp
0l l6n/nEm ho6c
c6 th6 Anh huong

nhflt quy trinh tOi mieu
kh.i xiy ra c6c thay d6i
ddn quy trinh.

- Xdv
Can tfritit

14.5
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!

t5.2 Thirit lap vq duy tri
quy trinh ti6p nh6n
vi xri l), c6c 16

h6rng b6o mflt phan
mem

- Xiy dtmg, ban hinh vd b6o dem tuen
thfl quy trinh ti6p nhen vi xri lf c6c brio

c6o vd l5 h6ng bio m4t phan m6m,. bao
gdm ci.viQc cung c6p phuong tiQn d6 cric

thgc th6 b6n ngoii b6o c6o.

- Quan lf, theo d6i l5 h6ng bio mat phan

*dm bao g6m xiSp hang mirc d0 nghi€m
trqng vi chi tO Ao l"bttg thli gian d6 x6c
dinh, phan tich vi khac pfru, iir"15 tr6ng.

- EAnh gi6 vi cip nhit quy uinh tOi tfri€u

Of Urynam holc khi xay ra cic thay tt6i
c6 th6 anh huong tliin quy trinh.

Can Uriet

15.3 ThFc hien phan
tich nguy6n nhan
c6t l6i cta c6c l5
hdng bio m$t

Thgc hign phin tich nguy6n nhdn cdt l6i
cta c6c 16 h6ng bio mit.

Cdn thiiit

15.4 fnitit l{p vi quan

fi hQ th6,ne ki6m
kC cic ciu thanh
phan mdm cua b6n
thft ba

- Thitit lip vi quan Iy mQt danh s6ch c4p

nh4t cic thanh phen cria b€n thir bP duqc

sri dung trong qu6 trinh phrit tri€n (thu
viQn, ,rio e*-...) ua cic thanh ph3n du

kiiin's6 sri dgng trong tuorlg lai d0 ph6t

tri6n phan m6m.

- Danh sdch bao gdm c6c nguy co an ninh

m?ng mi mdi thnnh phan b6n thti ba c6

th€ g6y ra.

- Eanh gi6 vi
01 Gd thang.

cat nhat danh sich tiSi thi6u

Can ttrii5t

15.5 Tich bipt m6i
trulng cho c6c hogt
dOng ph6t tri6n,
ki6m tht vd v6n
hanh

Duy tri viQc tach bigt mdi truong vfn
hanh chinh thtic (Production), m6i

truong ki6m tht (Testing) vi mdi truong
phdt tritin ung durrg (Development).

Can tirii5t

15.6 Diro tao vA bio m6t
vi lpp trinh an toi'n

- Eem bno rit ci nhin vi€n ph6t triiin
phan mdm dugc clio t4"q vA trach nhiem

,a pfr,r*g thric ph6t tri6n phen mAm an

toan d6i voi ttmg m6i truirn gl giei phdp

cu thi5.

- Thgc hi0n dio tao t6i thi€u 01 lAr/nam.

C6n thi6t

t5.7 Ktit [qe cic
nguyEn tdc b6o m$t

KEt hqp c6c nguy6t.tn" bio mgt trong
qu6 trinh xdy dpg ki6n trfrc tn g duttg.

Can tfri6t
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16. Quin tri tfrng ph6 sg c6 an ninh meng
a) Yflu ciu chung

,Xdy dung ku.l"u"h: .lymg finh dri ph6t triiln vi duy fi:i khe nlng tmg ph6sg c6 bao g6m chinh s6ch, tti troactr, thri tuc, vai trd, ddo tpo, kenh fi6n lac.
b) Y€u cdu chi tidt

truc imgtrong
dgng

15.8 Tdn dUne c6c m6-
dun holc dich vg
de dugc ki6m
chimg cho c6c
thanh ph6n bio mgt
tmg dUng

-. Ta"_ {1rrg cdc m6-dun ho{c dich vg dE
dugc Se* chtmg cho c6c thanh ph6n b6o
m{t cria tmg dUng.

-.CEl sri dgng c6c thugt torin mE ho6 dugc
chu6n ho6 vi d6nh gi6 rQng r6i.
- Ghi nhat ky ki6rn to6n c6c henh vi cfia
ngudi dung trong san ph6m.

Can tfriiSt

r5.9 hanh ki6m thri
x6m nhsp c6c ring
dung

n. I
I len Kitim

h6ng
thric.

thri x6m nhap vi khic phUc c6c Id
trudc khi dua vdo v{n hanh chinh

Can tni6t

1 I Thenh lap lsc
lu.gng img ph6 sg
c6 an ninh m4ng

nguoi
nguoi

ry
ninh

Thitit mol li€n
minh tin li6nth.ong

ring

chi dintr m0r cht ch6t av it ntr6t
m0t oeds phdrrg quan trinhquy

c0 antrng sgph6 mang.
va tril6p dAuduy oeI?c

b6o cao cti X6c:su he
nam oe b6ohung dim tinthdng

dugc cap nh0t.

Ph6n vat trd avcdng trf,vl trdch nhi€m
chinh cua thanh vitrmg en lpctrong
I thamuo,Ttg gra co.tmg suph6

Can thi6t

16.2 Thiiit lfp vn duy tri
quy trinh nQi b0 di5
b6o c6o sg c6 an
ninh mgng

- C6c.su cii an ninh m?ng cin dugc briocf AAy dy ve Cgc An-ninh mang ,a
ph:Te, chting tQi ph4m st aung c6ng
nghQ cao.

vi cfip nhgt quy ffinh t6i tru6u

-hp{r 
khi xiy ra c6c thay d6i

d6n quy trinh.

- Ddnh gi6
0l l6n/nim
inh huong

m$t quy trinh n$i b0
ninh m4ng.

- Thitit lfp vd duy rri
dd b6o c6o su c6 an

CAn thiet

6.
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17. Ki6m thfr xim nh6p

a) Y€u ciu chung

X6c dinh tinh hieu qui trong n[ng lgc phong vQ vir khA n6ng phUc trOi cua

c6c tii sin, d{c biet H h0 th6ng thdng tin quan trqng vA an ninh qu6c gia th6ng

qua vigc l,.hai thdc c6c di6m y6u trong quy binh ki€m so6t vd con ngudi, guy trinh,
c6ng nghQ; m6 ph6ng l4i c6c mgc ti€u vd hanh d$ng cria k6 f5n cdng.

U YAu ciu chi tiit

16.3 ThiiSt lfp vi duy tri
quy rrinh rmg ph6
sg c6 an ninh meng

- fhi6t lpp vi duy tri m$t quy trinh tmg
ph6 sg c6.

- $rV trinh tmg ph6 str c6 an ninh rn+ng
cin df,t duoi sg chi .huy cria Cpc An ninh
mgng vi phdng, ch6ng t$i p.hern str dpng
c6ng nghe cao khi c6 y6u ciu.
- Danh gi6 vn c$p nhit quy trinh tiii tfrleu
0l IAr/nIm ho{c khi xiy ra cilc thay ddi
6nh huong diin quy trinh.

Cin thiiSt

t6.4 ThiiSt l+p co ch6
(kenh kI thudt) li6n
l4c trong qtr.i tinh
xu ly sg cO

- Thiiit lpp ca ch6 chinh vi co chiS phg sri
dung d6 grao ti6p vi b6o c6o trong xt ly
sg cO an ninh m4ng.

- Denh gi6 vd cap nh$t co ch6 fi6n lec t6i
thi6u 0l lfu/n6m hopc khi xiy ra c6c thay
aOi antr hu&ng d6n co ch6.

Car *ri6t

r 6.5 ThFc hi$n ttdnh gi6
t,

sau su cO an nintr
mang

Thuc hi0n ttrinh gi6 sau su cis an ninh
m?ng.

Can *ri6t

16.6 Dinh lcy di6n, t4p
tmg ph6 sg c6 an

ninh mpng

Lap ki5 hopch vi thp.hiqn di6n tap cic
tcictr.Uan tmg ph6 sp c6 dinh lcy tOi tnieu
01 l6r/n[m.

Can tni6t

16.7 Tritin khai vi duy
tri cic ngu0ng sg

L.t
co an runn mang

- Thitit l{p vi duy tri ciic ngu0ng sg c6 an

ninh mryrg.

- Denh gi6 vi cap nhlt ngu6ng tOi tnieu
01 mx/nErn hois l&i xiiy ra c6c thay drSi

lnh husng diSn ngu6ng.

Tu| chgn

STT YGU N$i dung thyc hi$n

I I7 Thitit l$p vA duy tri
chucrng trinh
thti x&m nhflp

*Et
ki€m

- fhi6t lAp vi duy tri mQt chuong trinh
ki€m thfr xim nhap phu hqp voi quy m6,

Cin thitit

Khuydn
c$o *p
d$ag
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- Chuong trinh ki6m thir xim nhfp cAn
d6p tmg m$t sti ngi dung sau:
l. Ve pharn vi ti6n h*nh: kiiim thti ha t6ng

T?ng, tmg dwg web, API, c6c dich v1r
dyy. sfr dqng trong tr5 chirc; ki6m tra mQt
ph6n hopc toan b0 tr5 chric.
2. VA tinh thuong xuy6n: cdc cugc ki6m
thri dugc td chrii theo chu ki quy, nria
nim, mgt n5"m ho{c d$t xu6t.
3. VA cdc gioi h4n: x6c rlinh thoi gian
thyc hi-En.kiiim th&; c6c hrinh vi r.in.-Orr*
bj c6m (dn c6ng vgt I;f, tdn c6ng ltra dno]
tfln c6ng phi ky thuflt...).

1, VB eich phnn img cfia t6 chirc: c6 thgc
hiQn viQc ngen ch{n hay kh6ng, 

"o "h6ki6m s9ri1 th6ng tin (vd cuQc kliim thti)
trong nQi b0.

d9 phfrc tqp vd tmng th6i cria
chtic.
muc

17.2 Einh k!, thsc hign
ki6m thri xdm nhAp
tu b€n ngoii

- Dinh ki thug hign kirim.thir xim nhAp
tu bdn ngoii tOi thieu 0l l6n/n6m.

dich
khai

cuaung dgno
E)' w

ra Intemet.m?ng

Can Uri6t

t7.3 Ift6c phuc c6c t6n
t4i ph6t hign duo. c
qua viQc ki6m thfi
xAm nhip

t4i hiQn
kitim
Khiic cac t6nphuc ph6t uaduo. c q

thti xam tr6n chinhdtranhep s6chticua vechric v va mtcPham ti6ntruoo
khic phgc.

Cin thi6t

17.4 Ra so6t cdc bi6n
phip bio mgt

Ki6m tra cdc
lfrn thgc hi€n

phdp brio mpt sau m5i
thri xtm nhap.

bi0n
ki€m

Tui,chqn

17.5 Ei.nh lcj thsc hiQn
ki6m thfr x6m nhAp
tu b6n trong

- Einh ky thug higp ki6m. thrl x6m nhap
t& b6n trong tOi ttri,Su 0l l&r/nEm.

:1? gwg.voi cdc tiinguy0n ngi be trong
hQ th6ng th6ng tin cta t6 chrlc.

Can tni6t
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